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Victorian agencies/businesses checking a PDF

This guide is designed to provide an overview of how agencies/businesses can check
and verify a PDF extract of a person’s digital credential, for example, a digital birth
certificate, that is stored on their mobile device, created as a PDF and shared with a
business for information purposes.

The below steps outline how you can check if the PDF is legitimate, has not been
altered, doctored, or tampered with and the cryptographical signature is valid.

Should you still require further reassurance the information provided by a customer is
valid, you can ask to scan the person’s digital credential QR code stored on their
mobile device, using the Service Victoria QR code scanner.

1. As a business, how can | trust the data provided by a customer?

PDF documents shared from the digital card are 'signed' using an electronic
certificate.

This signature can be validated to ensure that the PDF provided is legitimate and from
the original creator of the PDF (Service Victoria).

This is not a digital signature in the sense of somebody signing your name — it is an
electronic certificate of the PDF - a record of the document origination.

When you receive a shared Digital card PDF your PDF viewer will detect the signature
as 'unknown' and will display ‘At least one signature requires validating'.

However, this does not mean that the signature should not be trusted, it just means
that your PDF viewer has not seen this signature before and does not have the
certificate to verify the signature against. Steps later in this document will outline how
you can import certification authority.

2. How to verify the PDF is from Service Victoria
1. Open PDF document in Adobe Acrobat Reader

2. Click Signature Panel and Validate All to validate signature. Signature panel and
blue status bar will update to either:

+ 'Signed and all signatures are valid’ (if no PDF amendments have been
made) and

+ 'Atleast one signature has a problem’ (document has been modified, or the
signature is not known).

The Adobe cryptographic signature will display if the document has been doctored,
altered or tampered with. Please see next page:
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If the document has not been altered, the cryptographic signature will display a green
tick with a 'signed and all signatures are valid.’):
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If you get the message that ‘At least one signature has a problem’
Repeat steps1& 2.

Click down arrow left of ‘Revision 1" (this is a field to indicate the first revision of the
document signed.)

Review information provided. Revision 1 will now display ‘Signed by Service Victoria’.

If the document has been altered, it will say:

‘Signature invalid/Document has been altered or corrupted since it was
signed".

If the document has not been modified, it will state:

‘Document has not been modified since the signature was applied.’

To confirm what has been altered click ‘Click to view this version’, if the name or photo
changes you will know the PDF has been altered.
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3. How to import certification authority — PDF copy of a digital birth certificate

Businesses and people that will need to check the digital birth certificate can import
and ‘trust’ the signature file provided by Service Victoria. This is a one-off process.
Once the signature file is saved to your computer any future PDF copies of the digital
birth certificate you receive will now be recognised as being authorised by Service

Victoria.
1.
2.

Preferences

Categories:

Full Screen
General
Page Display

Accessibility

Action Wizard
Adobe Online Services
Catalog

Color Management
Content Editing
Convert From PDF
Convert To PDF
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (30)
Measuring (Geo)
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures !
Spelling

Tracker

Trust Manager
Units & Guides
Updater

Open the digital birth certificate in Acrobat Reader.

Digital Signatures.
Creation & Appearance
- Control options for signature creation
- Set the appearance of signatures within a document
Verification

- Control how and when signatures are verified More.

Identities & Trusted Certificates

- Create and manage identities for signing

« Manage credentials used to trust documents
Document Timestamping

- Configure timestamp server settings More._

OK

In Adobe Acrobat Reader navigate to Edit > Preferences > Signatures (below)

X

Cancel

3. Select the ‘More’ button in the Identities & Trusted Certificates section.

4.

In the new window ‘Digital ID and Trusted Certificate Settings’ (example below):

ﬁ Digital ID and Trusted Certificate Settings

SAIBASGIFI0SEARAGETDIOIESEFIS..
5-1-12-1-3649410096-1335300075-2315..
5A3BAS61F3205E4AALETDI93EIBF35.

> EAdd ID / Usage Options ~ 'ECertiﬁcate Details ¥ Export e Refresh &) Remove ID
Trusted Certificates Name Issuer Storage Mechanism Expires
66196560-b444-4c27-35d4-c87032323_  MS-Organization-Access Windows Certificate Store 20320208 07:34:02 7
81253456-3f0d-4dd3-9f47-0cee7c9333..  MS-Organization-Access Windows Certificate Store 20311213 114329 2

Windows Certificate Store
Windows Certificate Store
Windows Certificate Store

AirwatchCa
S-1-12-1-3649410096-1335300075-2319.
Adobe MAGW CA

66196569-b444-4¢27-a5d4-c87032323a8f
MS-Organization-Access
82dbacad-3e81-46ca-9c73-0950c1eacad7
Valid from: 2022/02/08 12:34:02 +03'30'
Valid to: 2032/02/08 13:04:02 +05'30'
Intended usage: Client Authentication

Issued by:

20310417 092028 Z
2051.07.2216:41:57 Z
2024022523:59597

X
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3. How to import certification authority — PDF copy of a digital birth certificate (cont.)

5. select the Trusted Certificates option from the left menu and select a certificate
from the list and then select and click “Trust’.

6. Inthe new window, select and check ‘Use this certificate as a trusted root’: A root
certificate is an originating authority in a chain of certificate authorities that
issued the certificate. By trusting the root certificate, you trust all certificates
issued by that certificate authority, e.g., Service Victoria.

7. Click "OK’ and then click ‘Import’ to complete the process.

8. Please note once you have completed this process, you are only required to
Validate the signature via the Signature Panel in future.

4. How do | validate the signature?

= Click on the signature panel (often indicated by a yellow warning symbol).

» Right-click on the signature and select ‘Show Signature Properties’.

» Click ‘Show Certificate’ and then the ‘Trust’ tab.

= Add the certificate to your trusted identities by clicking ‘Add to Trusted Identities’.

» Validate all signatures in the document by clicking ‘Validate All’ in the signature
panel.

5. Trust the Certificate Authority:

= |fthe issue is related to the certificate authority, you'll need to manually add it to
your list of trusted identities in Adobe.

= Follow the steps outlined above to access the signature properties and certificate
details.

= Navigate to the ‘Trust’ tab and add the certificate authority to your trusted
identities.

6. Revert to the original signed version:

= |f the document was modified after signing, you'll need to revert to the original
version or request a new signature.

7. What if | still don’t trust the customers PDF?

If you do not trust the customer’s PDF extract of their birth certificate information, you
can ask to scan the customer’s digital birth certificate on their device using the
Service Victoria mobile app camera to scan their QR code.
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